Competency profile for external software development ressources

 - Firewall

General remarks

The Firewall is an advanced enterprise-level security application for the Microsoft Windows 32bit desktop platform offering adaptive, profile-based configuration to changing networking scenarios with centralized fleet policy management available in a separate Policy Server product.

The Firewall offers unsurpassed security by controlling both the network communication and process execution environments of the host machine. This is achieved by the use of proprietary Windows kernal driver components (NDIS and TDI virtual network adaptors) performing real-time port monitoring, packet inspection and process monitoring, applying both pattern- and rule based filtering to the effect of total per-process control over execution and communication. The Firewall will function in - and seamlessly change between - stand alone mode or managed synchronization with a Policy Server.

Technical skills required

Top level

· MS Windows 32/64 bit kernal-mode driver programming (NDIS, TDI)

· Advanced MS Windows event handling and multi-threaded programming

· MS Windows processes – advanced manipulation

· Protocol stacks in the MS Windows environment - primarily TCP/IP

· Protocol-specific packet inspection and filtering

Industrial level 

· Delphi – including development and maintenance of customized widgets

· Database programming

· MS Windows services

· MS Windows installer (MSI)

