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Overview

Introduction

“At virtually every stage of even the most successful software projects, there are large numbers of very important things that are unknown…”—Jim McCarthy, program manager, Microsoft® Visual C++®

Risks are inherent in any project. Furthermore, risk taking is essential to progress, and failure is often a key part of learning. Although some risks are inevitable, this does not mean that attempting to recognize and manage them will harm opportunities for creativity.

Many information technology (IT) professionals have a misconception of risk management as, at best, a necessary but boring task to be carried out at the beginning of a project before the real work of writing code begins or, at worst, yet another form of bureaucratic management that keeps the organization from achieving its objectives. Dealing with risks requires that risk management be viewed as part of a dynamic, competitive process rather than as just an additional static project management activity.

It’s important to keep in mind that risks are generally known by team members, but are often poorly communicated. Usually, communicating risks down the chain of command is easy, but communicating risks up the chain of command is difficult. At every level, people want to know the risks from lower levels but are wary of free communication of risks to people above them.

The process of identifying risks must include an environment in which people who identify risks are safe from retribution so they feel free to express tentative or controversial views. A negative perception of risk causes team members to feel reluctant to communicate risks. On some projects, reporting new risks is viewed as a form of complaining. In this situation, a person who reports risks is viewed as a troublemaker, and reaction to the risks is then directed at the person, rather than the risks. People generally become wary of freely communicating risks under these circumstances. They select and soften the risk information they decide to share to ensure that it is not too negative for the expectations of other team members. 

Although team members and key project stakeholders often perceive risk as negative, it is important that they not judge a project simply on the number and nature of the risks. They should remember that risk is the possibility, not the certainty, of loss. Team members who look at a project with a list of five or ten major risks may view the project with skepticism even though the total risk exposure might not be that significant. 

Risk Defined

Before discussing how to manage risks, we should take a moment to discuss what a risk is. Risk is the possibility of suffering loss. For a given project, the loss could be in the form of diminished quality of the end product, increased cost, missed deadlines, or complete failure to achieve the mission and purpose of the project. In other words, a risk is a problem waiting to happen.

Sources of Risk

An information technology project is a microcosm within a larger organization. Effective risk management must take into account the business environment in which the project operates. Many, if not most, information technology projects fail, not for technology or project management reasons, but because of larger organizational pressures that are typically ignored. These organizational pressures come in many forms, such as competitive pressures, financial health, and organizational culture. Here is a sample list of risk sources and possible consequences.
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Sources of Risk

It is interesting to note that the elements of significant risk are not the same across all types of information technology projects. Different types of projects pose different kinds of risks and must be addressed individually.

Risk Management Defined

Risk management sets forth a discipline and environment of proactive decisions and actions to assess continuously what can go wrong, determine what risks are important to deal with, and implement strategies to deal with those risks.

Approaches to Risk Management

An effective project team assesses risks continuously and uses the information for decision-making in all phases of the project. On many projects, risks are assessed only once during initial project planning, Major risks are identified and mitigated, but then are never explicitly reviewed again. This is not an example of good risk management.

Two inherently different approaches to risk management exist. One is reactive and the other is proactive. Reactive risk management means the project team reacts to the consequences of risks (actual problems) as they occur. Proactive risk management means that the project team has a visible process for managing risks that is measurable and repeatable.

Preventing risk is the transition point between reactive and proactive approaches. Prevention occurs in the planning stages of a project, when the team can take action to preclude risks from occurring. It is important to point out that prevention is still essentially a reactive strategy for managing risks; it is not a cure for the cause of risk, only a means to avoid its symptoms.

To reach the higher levels of proactive risk management, the team must be willing to take risks. This means not fearing risk but rather viewing it as a means to create the right type of opportunity. To do so, the team must be able to unemotionally evaluate the risks (and opportunities) and then take actions that will address the causes of these risks, not just their symptoms.

It’s important to emphasize that no matter how good the risk assessment, the team’s ability to manage risk and opportunity will be the determining success factor.

The Proactive Risk Management Process

Introduction

When the project team uses proactive risk management, they assess risks continuously and use them for decision-making in all phases of the project. They carry the risks forward and deal with them until they are resolved or until they turn into problems and are handled as such.

The Process
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The Proactive Risk Management Process

Step 1: Risk Identification

Introduction

Risk identification is the first step in the proactive risk management process. Risks must be identified before they can be managed. Risk identification provides the project team with the opportunities, cues, and information that allow them to surface major risks before they adversely affect the project. The process that occurs between team members and stakeholders is very important. It is a powerful way to expose assumptions and differing viewpoints.

It is unlikely that a team will agree on the ranking of all risk factors. Depending on experience, different team members will see the project differently. If after discussion no agreement can be reached, the best approach is a voting technique wherein the majority wins. If the votes are tied, the worst case should be used for the risk assessment.

Risk Factor Charts

Risk identification occurs when project team members and key project stakeholders use risk factor charts and, through a series of open discussions, identify and rank risks for the project. When they discover a risk as a result of working through the risk factors chart, they should develop a risk statement and enter it on the master list of risks.
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Mission and Goals Risk Factors

Risk factors are grouped by focus area and risk factor category. Examples of risk factor categories within a focus area are mission and goals factors, decision drivers, organizational management factors, and budget and cost factors. Examples of focus areas are custom software development, rapid infrastructure deployment, packaged software deployment, enterprise architecture planning, and component-based development.

Each risk factor has one or more characteristic that describes whether the risk should be considered a high, medium, or low risk. For example, consider the project fit risk factor. Low-risk evidence would be when the project directly supports the customer’s mission and goals; high-risk evidence would be when the project does not support or relate to the customer’s mission and goals.

The Risk Statement

Before a risk can be managed, it must be expressed clearly. When stating a risk, the team must consider not only a symptom, but also a result. Hence, the statement of risk should include what is causing the situation to arise (that is, the condition) and the expected result (that is, the consequence).
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The Risk Statement

Step 2: Risk Analysis

Introduction

Risk analysis is the second step in the proactive risk management process. Risk analysis is the conversion of risk data into risk decision-making information. Thorough analysis ensures that the team is working on the right risks.

Risk Probability

Risk is composed of two factors: risk probability and risk impact. Risk probability is the likelihood that an event will actually occur. Using a numerical value for risk probability is desirable for ranking risks. Risk probability must be greater than zero, or the risk does not pose a threat to the project. Likewise, the probability must be less than 100 percent or the risk is a certainty—in other words, it is a known problem.

Risk Impact

Risk impact measures the severity of adverse affects, or the magnitude of a loss, if the risk comes to pass. Deciding how to measure sustained loses is not a trivial matter.

If the risk has a financial impact, a dollar value is the preferred way to quantify the magnitude of loss. The financial impact may be long-term costs in operations and support, loss of market share, short-term costs in additional work, or lost opportunity cost.

Other risks can have a level of impact where a subjective scale from 1 to 5 is more appropriate. These essentially rate the viability of project success. High values indicate serious loss to the project. Medium values show loss to portions of the project or loss of effectiveness.

Risk Exposure

To evaluate a list of risks, the overall threat of each risk needs to be clearly understood. Sometimes a high-probability risk has low impact and can be safely ignored; sometimes a high-impact risk has low probability and can be safely ignored as well. The risks that have high exposure (high probability and high impact) are the ones worth managing. This can be done by reducing either the risk probability or the risk impact.

When estimating probability and impact, be aware of what you know and what you don’t know. If you think a risk could result in a million dollar loss, but your level of confidence is 50 percent, the people who are reviewing the risk analysis need to understand these factors.

The Risk Statement Form

Here is a list of information the team should consider when developing a risk statement form:

· Risk identifier. The name the team uses to uniquely identify a risk statement for reporting and tracking purposes.

· Risk source. The focus area (custom software development, packaged software deployment, infrastructure deployment, enterprise program management, or enterprise architecture planning), the risk factor category (mission and goals, decision drivers, organizational management, schedule, or budget/cost), and the risk factor (project fit, political influences, organization stability, or project size) that were used to identify the risk.

· Risk condition. A natural language statement describing the existing condition that could possibly lead to a loss for the project.

· Risk consequence. A natural language statement describing the loss that would occur to the project if the risk became certain.

· Risk probability. An expression of a percentage greater than zero and less than 100 percent that represents the likelihood that the loss condition will actually occur, resulting in a loss.

· Risk impact classification. Whether the impact of the risk is, for example, financial, strategic, technical, or legal.

· Risk impact. The magnitude of impact should the risk actually occur. This number could be the dollar value of the loss or simply a number between 1 and 10 that indicates relative magnitude. The result of multiplying risk impact by risk probability is often used to rank risks.

· Risk exposure. The overall threat of the risk to the project, balancing the likelihood of actual loss with the magnitude of the potential loss. The team uses risk exposure to rate and rank risks.

· Risk context. A paragraph containing additional background information that helps to clarify the risk situation.

· Related risks. A list of risk identifications the team uses to track interdependent risks.

Top 10 Risk List

Risk analysis weighs the threat of each risk to help decide which risks merit taking action. Managing risk takes time and effort away from other parts of the project, so it is important for the team to do only what is absolutely necessary to manage them. The key is to identify a limited number of major risks that must be managed (usually 10 or less). Note that to rank risk exposure, all of the risk impact values must be in the same units of measurement, either dollars or levels of impact.

After they have ranked the risk exposure, the team should focus on a risk management strategy and how to incorporate the risk action plans into the overall project plan.

A simple but effective technique for monitoring risk is a top 10 risk list of the major risk items in the project. The top 10 risk list is externally visible to all project stakeholders and can be included in the vision/scope document and the project plan.

Step 3: Risk Action Planning

Introduction

Risk action planning is the third step in the risk management process. It turns risk information into decisions and actions. Planning involves developing actions to address individual risks, prioritizing risk actions, and creating an integrated risk management plan.

Here are four key areas the team should address during risk action planning:

· Research. Do we know enough about this risk? Do we need to study the risk further to acquire more information and better determine the characteristics of the risk before we can decide what action to take?

· Accept. Can we live with the consequences if the risk were actually to occur? Can we accept the risk and take no further action?

· Manage. Can the team do anything to mitigate the impact of the risk should the risk occur?

· Avoid. Can we avoid the risk by changing the scope?

Risk Management Goals

The three risk management goals are to:

· Reduce the probability of occurrence.

· Reduce the magnitude of loss.

· Change the consequences of the risk.

Risk Management Strategies

A number of strategies are possible to reduce risk:

· For those risks the project team can control, apply the resources needed to reduce the risk.

· For those risks outside the control of the project team, find work-arounds.

It may be possible for the project team to transfer the risk by:

· Moving to different hardware.

· Moving a software feature to another part of the system that is better able to handle it.

· Subcontracting the work to a more experienced player.

The Risk Contingency Strategy

The idea behind a contingency strategy is to have a fallback plan in place that can be activated in case all efforts to manage the risk fail.

For example, suppose a new release of a particular tool is needed so that software can be placed on some platform, but the arrival of the tool is at risk. The team might devise a plan to use an alternate tool or platform. Simultaneous development may be the only contingency plan that ensures the team hits the market window it seeks. 
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Risk Contingency Strategy

Deciding when to start the second parallel effort is a matter of watching the trigger value for the contingency plan. Often the team can establish trigger values for the contingency plan based on the type of risk or the type of project consequence that will be encountered.

The Risk Action Form

Here is a list of information the team might consider when developing an automated risk action form:

· Risk identifier. The name the team uses to uniquely identify the risk statement for reporting and tracking purposes.

· Risk statement. The natural language statement (explained earlier in this module) describing the condition that exists that could possibly lead to a loss for the project and describing the loss that would occur if the risk were to became certain.

· Risk management strategy. A paragraph or two of text describing the team strategy for managing the risk, including any assumptions that have been made.

· Risk management strategy metrics. The metrics the team will use to determine whether the planned risk management actions are working.

· Action items. A list of actions the team will take to manage the risk. They will log these action items in the project tacking system.

· Due dates. The date when the team will complete each planned action item.

· Personnel assignments. The people assigned to perform the action items.

· Risk contingency strategy. A paragraph or two describing the team strategy in the event that the actions planned to manage the risk don’t work. The team would execute the risk contingency strategy if the risk contingency strategy trigger were reached.

· Risk contingency strategy metrics and trigger values. The metrics and triggers the team will use to determine when the risk contingency strategy should be put into effect and if the contingency strategy is working.

Step 4: Risk Tracking

Introduction

Risk tracking is the fourth step in the risk management process. In it, the team monitors the status of risks and the actions it has taken to mitigate them. Risk tracking is essential to effective action plan implementation. This means devising the risk metrics and triggering events needed to ensure that the planned risk actions are working. Tracking is the watch dog function of the risk action plan.

It is a good idea to include a risk review during regular project reviews and debriefs. This should include assessing the progress of resolving the project’s top 10 risks.

Risk Status Reporting

For project reviews, the team should show the major risks for the project and the status of risk management actions. If project reviews are regularly scheduled (monthly or at major milestones), showing the previous ranking of risks is useful, as is the number of times a risk was in the top 10 risk list.

Risk status reporting can identify four possible risk management situations:

· A risk is resolved, completing the risk action plan.

· Risk actions are tracking the risk management plan, in which case the risk actions continue as planned.

· Some risk actions are not tracking the risk management plan, in which case corrective measures should be determined and implemented.

· The situation has changed significantly with respect to one or more risks and will usually involve reassessing the risks or re-planning an activity.

As the project team takes actions to manage risks, the total risk exposure for the project should begin to approach acceptable levels. 

Step 5: Risk Control

Introduction

Risk control is the last step in the proactive risk management process. After the team has chosen the risk metrics and the triggering events, there is nothing unique about risk management. Rather, risk management melds into project management processes to control the risk action plans, correct for variations from the plans, respond to triggering events, and improve the risk management process. 

Risk management relies on project management processes to:

· Control risk action plans.

· Correct for variations from plans.

· Respond to triggering events.

· Improve the risk management process.

“If the risk management process is not integrated with day-to-day project management, it will soon be relegated to a background activity.”—Software Engineering Institute.
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